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Introduction

Polycom’s Voice Interoperability for Enterprise Wireless (VIEW) Certification Program is designed to
ensure interoperability and high performance between Spectralink 8440/8450/8452 and 8020/8030
Wireless Telephones and WLAN infrastructure products.

The products listed below have been thoroughly tested in Polycom’s lab and have passed VIEW
Certification. This guide describes the configuration of Cisco 2100/4400/5500 Series WLC (Wireless LAN
Controller), WiSM (Wireless Services Module) and 3750G Integrated WLC with 104x, 113x, 114x, 120x,
123x, 124x, 125x, 126x, 350x, and 360x APs with Spectralink wireless telephones.

Certified Product Summary

Manufacturer:

Cisco Systems: www.cisco.com

Certified products:

Controllers: APs: 123x 360x
2100, 4400, 5500 Series WLC (Wireless LAN 104x 124x
Controller) 113x 125x
3750G Integrated WLC 114x 126x
WiSM (Wireless Services Module) 120x 350x

AP Radio(s): 2.4 GHz (802.11b/g/n), 5 GHz (802.11a/n)

Security: None, WEP, WPA-PSK, WPA2-PSK, WPA2-Enterprise (EAP-FAST and
PEAPVO/MSCHAPV2) with CCKM (Cisco Centralized Key Management)** and OKC

QoS: Wi-Fi Standard for Spectralink 8440/8450/8452 and 8020/8030

SVP for SpectraLink 8020/8030

AP and WLC software
version tested:

6.0.202.0 for 113x, 114x, 120x, 123x, 124x, and 125x APs
7.0.220.0 for 104x, 113x, 114x, 120x, 123x, 124x, 125x, 126x and 350x APs
7.2.103.0 for 104x, 113x, 114x, 120x, 123x, 124x, 125x, 126x, 350x and 360x APs

Handset* models tested:

Spectralink 8440/8450/8452 Wireless Telephone

Handset radio mode:

802.11b 802.11b/g 802.11bgn 802.11a & 802.11an

Meets VIEW minimum call
capacity per AP:

6 calls 10 calls 8 calls 10 calls

Handset models tested:

Spectralink 8020/8030 Wireless Telephone
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Manufacturer: Cisco Systems: www.cisco.com

Handset radio mode: 802.11b & b/g mixed. 802.11 g only 802.11a

Meets VIEW minimum call 6 (Wi-Fi Standard QoS)** 8 (Wi-Fi Standard QoS) **
capacity per AP: 8 calls (SVP) 12 calls (SVP)

Network topology: Switched Ethernet (recommended)

*SpectralLink handset models and their OEM derivates are verified compatible with the WLAN hardware
and software identified in the table. Throughout the remainder of this document they will be referred to
collectively as “Spectralink wireless telephones”, “phones” or “handsets”. The 8440, 8450 (with 1D bar
code reader), and 8452 (with 1D and 2D bar code reader) handsets will be referred to collectively as the
8400 handsets.

** Only Release 3.0 capable SpectraLink 8020/8030 handsets support WPA2-Enterprise, Wi-Fi Standard
QoS, and CCXv4 (Cisco Compatible Extensions). Release 3.0 capable phone types connect to PBX’s that
support IP telephony. Release 3.0 capabilities are not available for SpectraLink 8020/8030 handsets
connecting to PBXs using the TDM protocol through a Spectralink Telephony Gateway (phone type 30
on the 8020/8030).

Known Limitations

e Spectralink 8400 handsets must be configured with 802.11n mode disabled when used with Cisco
AP 114x and 125x with versions prior to 6.0.202.0. See Appendix A for configuration steps.

e Heavy multicast, broadcast or push-to-talk (PTT) traffic may impair voice quality.

e When Spectralink Voice Priority (SVP) is enabled for SpectralLink 8020/8030 in the EDCA
parameters setting, the 802.11n capabilities will be disabled on that radio when using Cisco 6.0
software versions (see Section 1: Configuring for SVP Operation — AP Configuration). Itis
therefore recommended to deploy handsets using SVP on a different radio than 802.11n clients.

Polycom References

Please refer to the Polycom Deploying Enterprise-Grade Wi-Fi Telephony white paper, available at
http://www.polycom.com/products/voice/wireless solutions/wifi_ communications/handsets/Spectrali
nk 8020 wireless.html. This document covers the security, coverage, capacity and QoS considerations

necessary for ensuring excellent voice quality with enterprise Wi-Fi networks.

For more detailed information on wireless LAN layout, network infrastructure, QoS, security and
subnets, please see the Best Practices Guide to Network Design Considerations for SpectraLink Wireless
Telephones, available at http://support.polycom.com/PolycomService/support/us/support/voice/wi-
fi/index.html. This document identifies issues and solutions based on Polycom’s extensive experience in
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enterprise-class Wi-Fi telephony. It provides recommendations for ensuring that a network
environment is adequately optimized for use with Spectralink Wireless Telephones.

Product Support

Note: Converting automonous APs to Lightweight mode

This document does not cover the steps involved in converting autonomous APs to Lightweight
mode such that they can be controlled by the Cisco WLCs.

Please contact Cisco's Customer Support at www.cisco.com for instructions on this procedure.
Once the APs are converted, this document can be used to provision APs.

Note: RADIUS server configuration

This document does not cover the steps involved to configure a RADIUS server required for using
WPA2-Enterprise or Cisco FSR security types.

o Installation and configuration guides for Cisco Wireless LAN Controllers can be found on Cisco’s
website.

e To convert Autonomous APs to Lightweight mode, go to:
http://www.cisco.com/en/US/docs/wireless/access point/conversion/lwapp/upgrade/guide/Iwa
pnote.html

e For other assistance, contact either Cisco’s or Polycom’s customer service at:

WWW.Cisco.com or www.polycom.com
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Chapter 1: Configuration for Wi-Fi
Standard QoS or CCXv4 Operation

Overview
Spectralink 8020/8030 phones can be configured with Wi-Fi Standard QoS from the WLAN Settings
menu using either the Custom or CCX selection.

e [f the Custom menu is selected, QoS Wi-Fi Standard is selected from the QoS submenu.

e |f the CCX menu is selected from the WLAN Settings menu, Wi-Fi Standard QoS is used
automatically without any further menu selections.

Spectralink 8400 phones only support Wi-Fi Standard QoS. The phones are compatible with both
networks configured with CCX (Cisco Compatible Extensions) and networks that are not configured with
CCX, but they have not been CCX certified.
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Network Topology

SIP PBX RADIUS Authen |c_at|on Server
(far WPAZ-Enterprise Security)
b
[
=
TFTP Server, DHCP Server
e = 3 ] | \
S Cisco WLC -l Wireless Data Client
Cisco AP

g

Cisco AP

SpectraLink 8400 Series SpectraLink 8020/8030
Wireless Handsets Wireless Handsets

Note: Example configuration shown

This configuration is not applicable to all customer environments.
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Chapter 2: Configuration for Wi-Fi Standard QoS or CCXv4 Operation

Configuring a New Controller Starting from Factory
Defaults

Initial provisioning of the controller is done via the command line interface (CLI).

1

Connect a null modem serial cable between the console port of the controller and the serial port
of a PC.

Open a terminal program, such as Hyper Terminal, and configure the port settings to 9600 baud,
no parity, 8 data bits and 1 stop bit.

Power-on the controller. Status of the controller’s boot process will appear as the controller is
powering up. Once the controller is running, it will prompt you to run the Startup Wizard.

The Startup Wizard provides for an easy means to perform initial controller setup and
provisioning. Refer to the Installation and Startup Guide for the Cisco 4400 Series WLC, or other
appropriate controller, found at Cisco’s website. This document contains a detailed explanation of
using the Startup Wizard for the 4400:
http://www.cisco.com/en/US/docs/wireless/controller/4400/quick/guide/ctrlv32.html#wp34023

Once the controller has been configured via the Startup Wizard, the remaining configuration can
be configured through the switch-web interface using a Web browser (Cisco recommends using
MS IE 6.0+).

If necessary, the controller can be reset to factory defaults. To reset the WLC to factory default,
you must reboot, then type Recover-config at the CLI. This only works before the first time a user
logs in via the console.

A few advanced commands must be set from the command line interface after the rest of the controller

has been configured. These are noted in the instructions below.

Connecting to the Controller Via a Browser

1

2

Connect to the WLC by pointing your internet browser to the URL: https<IP_Addr> (where
<IP_Addr> is the IP address of the management interface of the WLC).

Click the Login prompt. The default User Name and Password is admin.

Once logged in properly, a page similar to the one below displays.

11
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Installing Software

1

To check the installed version of software, listed in the Product Summary, click Monitor from the
main menu.

In the navigation pane, click Summary. The heading labeled Software Version shows the current
software version.

Download the appropriate software for your model of controller from the Cisco website.

Set up a Trivial File Transfer Protocol (TFTP) server running on a PC to download the file to the
controller.

From the main menu, click Commands.

In the navigation pane, click Download File.

Fill in the download parameters:

a For File Type, select Code.

b For TFTP Server, type in the IP Address of the TFTP server.

¢ Add the File Path (this is the path in the TFTP server’s root directory and not the system path
where the TFTP server is located) and File Name of the firmware file to download.

(Note the example simply uses the /designator for the root TFTP directory.) Point the TFTP server to the

code.

8

12

Click Download and allow a few minutes for the download to complete.
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9 Reboot the Controller.

Controller Setup

The initial setup of the controller is shown below.

Note: Example only

The setup instructions outlined in this document are for the configuration shown in the diagram
only. Your configuration may differ, and the appropriate adjustments must be made.

Note: The WLC will provision the APs

It is not necessary to configure each AP individually. The WLC is capable of provisioning the APs.

1 From the main menu, click Controller.

2 Set the AP Multicast Mode to Multicast and enter a multicast IP address that is currently not
being used on your network for the Multicast Group Address.

3 Click the Apply button.

Controfler General _aply |

A s o —
Lpeeneey B02.3x Flew Control Mode Dawied 7]
interfaces
Multicass LA Hode on et ook reatied =] (LAG Mode it corrmitly disbind)
Watwork Rosis Breadeast Farwarang [Casiea =]
¥ Intemsl DHCP Sorver 7 MeRicam toda [FEae Sl EFE100 Mticast Group Address
* Mobility Management A Fatback |
ports Appla Talk Brdping |
L Fast 5310 change [Coemies =]
» cop Detaut Mobibty Doman Name R
¥ Advanced R Greasp Naves  E—
User Idle Timeout [seconds) [
ARP Temaout (seconds) P
ek fadns Authetcation var =]
802.3 Brigirg [Gmmess]
Gperating Eareemert Commarcial {0 10 40 €
Intemal Temp Alarm Limés OmEsC

8 HOREAR supports unkcast’ mode el

4 Click Multicast from the options on the left side of the screen

5 Select Enable Global Multicast Mode checkbox
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6 Click the Apply button.

>
i Co— [ o LT aoe:

B o stoomnn

7 Click Save Configuration.

Connecting APs

As the APs are connected to the network, they should automatically find the controller via the CAPWAP
discovery algorithms. The Dynamic Host Configuration Protocol (DHCP) server will assign each AP an IP
address.

Note: DHCP server

You can configure a DHCP server to run on a remote PC for a small deployment. However, for
large-scale deployments, an enterprise-grade DHCP server must be used.

The ap-manager and management interfaces’ configuration should include the DHCP server you have
configured. Alternately, you can configure the DHCP server internally on the controller to hand out
leases to the connected clients. (Note: The WLC’s DHCP server does not lease addresses to the AP.) The
instructions for doing so are included at the end of this document.

1 From the main menu, click Controller.

2 Inthe navigation pane, click Interfaces. Verify that the proper IP addresses are assigned to the
interfaces.

3 Under Interface Name click management. Note: the screenshots are from a Cisco 4400. The
2100 does not contain a service-port interface. The 5500 does not contain an ap-manager
interface. If the interface is not present on the model being configured, no values need to be
entered.

14
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4 Under DHCP Information, enter the IP address of the Primary DHCP Server.

5 Repeat this step for the ap-manager interface, if present on the model configured.

6 Click the Apply button and save the changes.

-||i.|{|.

cisco

Saye Configurabon  Bing  Logout Eefresh
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General
Inventory
Intertaces
Multicast
Network Routes
¥ Internal DHCP Server
* Mability Managemsent
Ports
Nie
* COP
¥ Advanced

Interfaces > Edit

General Information

Interface fiame management

HAL Adifress B2 28:85:40-3c:40

Configuration

P— (=

Guarantine Vian 14 I
Interface Address

WLAN Identéier |

1P Address [(Fvaesane
Nk [aszmaasse
Caatoway [Fmaesa

Physical Information
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7 Under service-port, (if present), enter a valid IP Address and Netmask in a different subnet than

the management interface.

8 Click the Apply button and save the changes.
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AP Configuration

All handsets operating on a given AP radio must have the same QoS setting. All APs supporting the
handsets must be configured to enable the corresponding features.

1 Power-on and connect the APs to the network. Wait a few minutes for the APs to find the
controller.

2 Verify the APs are associated to the WLC.

3 From the main menu, click Monitor.
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Configuration for handsets running in 802.11b, b/g mixed mode, g only
mode in 8020/8030 phones or 2.4 GHz in 8400 phones

Note: When to use g-only

When 8020/8030 phones are set to g only mode, they support the higher g data rates. In g only
mode, however, the handset will not detect 802.11b clients and will not provide protection. G
only mode in these handsets should be used only if there is no possibility of an 802.11b client or
the network will experience data corruption.

1 From the main menu, click Wireless.
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Chapter 2: Configuration for Wi-Fi Standard QoS or CCXv4 Operation

2 Inthe navigation pane, under Access Points click Radios, then select 802.11b/g/n. All the APs that
are connected should be listed, showing their Operational Status as UP.

aliali
clsco MOMITOR  WLANS  CONTROLLER

Saye Cofgurabon Bng  Logout Eefresh

WIRFLESS  SECURITY MANAGEMENT COMMANDS  HELP
Wiraless 802.11bigin Radios

¥ Actess Points

AP Hame Radio Sotf  Base Radio MAC  Mdmin Status Operational Status  Chanmel Puwer Level Antenna
APDO1E.ATec 216 -] 00:15:c7:aR:54:90  Frubls e 11 2 [T - |
HREAP Groaps. * phobal assignment
b 002.11afn
b 802.11b/g/n
Coumtry
Timers
¥ QoS

3 Select Configure from the drop-down list for the access point you wish to change

. Set the
parameters for that AP:

Saye Configurabon  Bng  Logow Befresn

ER WIRELESS  SECURITY MANAGEMENT  COM
Wirgless B02.11b/gin Radios
* Acvess Poinls
AP Hame Radio slote Base Radio MAL  Admin Slatus Opsrational Status Channel Pawer Level Antenna
APIO16.47ce.2415 0 00:15:c7:a8:08:30 Enaible w n 2 imgmy A
| pust
| ez itwatan
Hash - -
HREAP Growups * giobal assignment

b 802.11afn

b 802.11bfg/n
Country
Timers

¥ Qos

Note: Power and channel settings

Global settings for RF Channel Assignment and Tx Power Level Assignment were not tested.
For Custom Tx Power and RF Channel settings please consult your facility’s RF site survey —

optimized for wireless voice traffic — to determine correct power and channel settings for each
AP using only channels 1, 6 and 11.

a Set Admin Status to Enable.

b Configure any other settings that might be relevant to your deployment as needed.

¢ Click the Apply button to save all changes.
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Screenshot for 113x, 120x, 123x and 124x series access points:
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Screenshot for 104x, 114x, 125x, 126x, 350x, and 360x series access points (1040 has only 2 antennas):
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4 In the navigation pane under 802.11b/g/n, click Network. Set network parameters as follows:

a Set 802.11b/g Network Status to Disable. The radio will be re-enabled after setting radio
parameters.

Note: Data Rates

For setting up the Data Rates, please consult your facility’s RF site survey, designed for voice
traffic, to determine if you have sufficient coverage to support all data rates. SpectraLink Wireless
Telephones require the following minimum dBm reading to support the corresponding
Mandatory data rate setting in the access point.
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802.11 Minimum Available Maximum
Radio Standard Signal Strength (RSSI) "Mandatory" Data Rate
802.11b -70 dBm 1 Mb/s
-60 dBm 11 Mb/s
802.11g -63 dBm 6 Mb/s
-47 dBm 54 Mb/s
802.11a -60 dBm 6 Mb/s
-45 dBm 54 Mb/s

Note: RF Deployment reference

For additional details on RF deployment please see the Deploying Enterprise-Grade Wi-Fi
Telephony white paper and the Best Practices Guide to Network Design Considerations for
Spectralink Wireless Telephone.

b Use the default Fragmentation Threshold (2346 bytes).
¢ Set the Beacon Period to 100.

d The handsets do not support dynamic power and will not utilize the information element that
is set when DTPC Support is enabled. The handset power should be configured to match the
highest transmit power of the APs.

e Click the Apply button to save the settings.
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Note: Enable Admission Control

Admission Control (ACM) must be enabled on both the Voice and Video AC when the handset is
configured for Admission Control Mandatory.

5 For Cisco 6.0, in the navigation pane under 802.11b/g/n, select Voice.
For Cisco 7.0, in the navigation pane under 802.11 b/g/n, select Media, then select the Voice tab.

6 Select the Admission Control (ACM) checkbox. Set the Max RF Bandwidth to 20 to limit the
bandwidth allocated to handsets to a value tested to provide good performance.

Note: Disable WLAN before changing Admission Control settings.

Any WLAN using the network must be disabled before changing Admission Control settings.
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7 For Cisco 6.0, in the navigation pane under 802.11b/g/n, select Video. For Cisco 7.0, in the
navigation pane under 802.11b/g/n, select Media, then select the Video tab.

8 Select the Admission Control (ACM) checkbox. Set the Max RF Bandwidth for Video to 5.

Note: Disable WLAN before changing Admission Control settings.

Any WLAN using the network must be disabled before changing Admission Control settings.
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9 Click the Apply button to save the settings.

10 In the navigation pane under 802.11b/g/n, select Network.
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11 Enable 802.11b/g Network Status and 802.11g Support if SpectraLink Wireless Telephones are
configured for 802.11b & b/g mixed or g only mode in 8020/8030 phones or 2.4 GHz in 8400
phones.

12 Click the Apply button to save the settings.

Configuring 802.11n

1 For Cisco versions 6.0.202.0 or 7.0.220.0, in the navigation pane under 802.11 b/g/n, select High
Throughput (802.11n). Check the radio box to enable 11n mode and allow all data rates to be
supported.

| G irearvet. IR T

2 Disable msdu aggregation:

3 Connect to the CLI as described in the section “Configuring a New Controller Starting from Factory
Defaults”.

4 Enter the commands:
config 802.11b llnsupport a-msdu tx priority all disable
save config

5 Click the Apply button to save the settings.
6 Inthe navigation pane under 802.11b/g/n, select Network.

7 For 802.11b/g Network Status, click the Enabled check box.

Note: Configuring 802.11n with versions prior to 6.0.202.0

Spectralink 8400 handsets must be configured with the 802.11n mode disabled when used with
Cisco AP 114x and 125x with versions prior to 6.0.202.0. See Appendix A for configuration steps.
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Configuration for handsets running in 802.11a mode in the 8020/8030
phones and using the 5 GHz radio in the 8400 series phones

1 From the main menu, click Wireless.

2 Inthe navigation pane, under Access Points click Radios, then select 802.11a /n. All the APs that
are connected should be listed, showing their Operational Status as UP.

3 Select Configure from the drop-down list for the access point you wish to change. Set the
parameters for that AP:

Saye Configurseen  Prg  Legout Befresh

MONITOR  WLANS ~CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP
Wireless 802.11a/n Radios

Admin Operational
AP Name Radio slote Base Radio MAC  Sub Band Status Hatus

APOULEAT.2d16 1 OilScTaBi30 - Enable w k]

Mesh
HREAP Groups
» 802.11afn
b 802.11bf0fn
Country

* plabal assignment

Timers
¥ gos

Note: Power and channel settings

Global settings for RF Channel Assignment and Tx Power Level Assignment were not tested. For
Custom Tx Power and RF Channel settings please consult your facility’s RF site survey —
optimized for wireless voice traffic — to determine correct power and channel settings for each
AP using non-overlapping channels.

a Set Admin Status to Enable.
b Configure any other settings that might be relevant to your deployment as needed.

¢ Click the Apply button to save all changes.
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Screenshot for 113x, 120x, 123x and 124x series access points:

Saye Cosfigueation  Bng  Logaa  Refredh

COMMANDS  MELP  FEEDBACK

_<hack | amole |

Wireless

Gonaral w Charn | Assbgrmant t
48 nams 490033, €308 L Currant Chasnal "
Adrrin, Seatus [irasin =] ]  Giobat
Opersbanal Status DowH & cuem [ =]
HREAR Groups. mee s 1
S Tx Pawene Leval Assignmant
11n Parameters
LB Ik Cument T Fower Level 2
Country 11n Suppered L Asygremtrd Mot i Glahal
T & Cumom [13]
» ges Antenna Parameters

Artsrea T [
T Irtam Porformance Profilo
- [

View and aci# Parformance Profle for this AR
Performance Profile

Node: Changing amy of the DarBmEtars Eauses the s to be
immporaniy datied and thus may resul i foss of onectity for

Screenshot for 104x, 114x, 125x, 126x, 350x, and 360x series access points (1040 has only 2 antennas):
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4 In the navigation pane under 802.11a/n, click Network. Set the network parameters as follows:

a Set 802.11a Network Status to Disable; the radio will be re-enabled after setting radio
parameters

b For setting up the Data Rates, please consult your facility’s RF site survey, designed for voice
traffic, to determine if you have sufficient coverage to support all data rates. The handset
requires the following minimum dBm reading to support the corresponding Mandatory data
rate setting in the access point.
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802.11 Minimum Available Maximum
Radio Standard Signal Strength (RSSI) "Mandatory" Data Rate
802.11b -70 dBm 1 Mb/s
-60 dBm 11 Mb/s
802.11g -63 dBm 6 Mb/s
-47 dBm 54 Mb/s
802.11a -60 dBm 6 Mb/s
-45 dBm 54 Mb/s

Note: Add Title Here

For additional details on RF deployment please see the Deploying Enterprise-Grade Wi-Fi
Telephony white paper and the Best Practices Guide to Network Design Considerations for
Spectralink Wireless Telephone.

¢ Use the default Fragmentation Threshold (2346 bytes).
d Set the Beacon Period to 100.

e Spectralink Wireless Telephones do not support dynamic power and will not utilize the
information element that is set when DTPC support is enabled. The handset power should be
configured to match the highest transmit power of the APs.

f Click the Apply button to save the settings.
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5 If DFS channels are used in the deployed network, in the navigation pane under 802.11a/n, select

DFS (802.11h). Check the Channel Announcement radio box to cause the AP to advertise
Spectrum Management. If the AP does not advertise Spectrum Management, Polycom phones
will not connect on DFS channels (bandwidth shared with radar facilities).

Note: Admission Control

Admission Control (ACM) must be enabled on both the Voice and Video AC when the handset is
configured for Admission Control Mandatory.

For Cisco 6.0, in the navigation pane under 802.11a/n, select Voice.
For Cisco 7.0, in the navigation pane underneath 802.11 a/n, select Media, then select the Voice
tab.

Select the Admission Control (ACM) checkbox. (This step is optional if the handset is configured
with Admission Control set to Optional, this setting must match setting in Video). Set the Max RF
Bandwidth to 15 to limit the bandwidth allocated to handsets to a value tested to provide good
performance.

8 For Cisco 6.0, in the navigation pane under 802.11a/n, select Video.

For Cisco 7.0, in the navigation pane under 802.11a/n, select Media, then select the Video tab.

9 Select the Admission Control (ACM) checkbox. (This step is optional if the handset is configured

with Admission Control set to Optional, this setting must match setting in Voice)
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10 Click the Apply button to save the settings.

Configuring 802.11n:

1 For Cisco versions 6.0.202.0 or 7.0.220.0, in the navigation pane under 802.11 a/n, select High
Throughput (802.11n). Check the radio box to enable 11n mode and allow all data rates to be
supported.
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2 Disable msdu aggregation:
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3 Connect to the CLI as described in the section “Configuring a New Controller Starting from Factory
Defaults”.

4 Enter the commands:
config 802.11a llnsupport a-msdu tx priority all disable
save config

5 Inthe navigation pane under 802.11a/n, select Network.
6 For 802.11a Network Status, click the Enabled check box.

7 Click the Apply button to save the settings.

Note: Add Title Here

Spectralink 8400 handsets must be configured with the 802.11n mode disabled when used with
Cisco AP 114x and 125x with versions prior to 6.0.202.0. See Appendix A for configuration steps.
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Setting up the SSID

Voice and data must be on separate SSIDs to prioritize voice traffic. The voice SSID must be set to
Platinum for Quality of Service and the data SSID must be set to Silver for Quality of Service.

1 From the main menu, click WLANSs.

2 Inthe WLANSs screen, select Create New from the drop down list and click Go.

Sawe Configuration ~ Pin Logout | Refresh
o1 e Heloniigtrations| TN REoagli 1R

cisco MONITOR WIANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP
WLANs WLANs Entries 0 - 0 of 0
¥ WLANs Current Filter: None [Chanae Filter] [Clear Filter] m Go
WLANs

b Advanced
[T WLANID Type Profile Name WLAN SSID Admin Status Security Policies

3 Enter the Profile Name and SSID.

4 Click the Apply button twice.

Save Configuration Ping Logout Refresh
alvaln e Config Bing " Logout R

cisco MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP
WLANs WLANs Entries 1 - 2 of 2
¥ WLANs Current Filter:  None [Change Filter] [Clear Filter] [Createnew 7] Lo
WLANs

¥ Advanced

r WLAN Admin
jun) Type Profile Name WLAN SSID Status Security Policies

[t WLAN Voice 101V Disabled [wrA2][Auth(802.1X)] -]
r:z WLAN Data 101D Disabled [wrAZ][Auth{802.1X)] a

5 Select the Profile Name for the voice SSID.

6 Under the General tab, verify the Radio Policy corresponds to the SpectraLink Wireless Telephone
configuration.

o When Radio Policy is configured for 802.11b/g only, the handsets should be configured for
802.11b & b/g mixed in 8020/8030 phones and 2.4 GHz in 8400 phones.

o When Radio Policy is configured for 802.11a only, the handsets should be configured for
802.11a in 8020/8030 phones and 5 GHz in 8400 phones.

o When Radio Policy is configured for 802.11g only, the handsets should be configured for
802.11g only in 8020/8030 phones and 2.4 GHz in 8400 phones.

o When Radio Policy is configured for All, the handsets may be configured to any of the settings
required.

7 For Status, select the Enabled check box.
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8 Under the QoS tab, set Quality of Service to Platinum. This is the required setting for voice traffic.

9 Set WMM Policy to Required.

Saye Coofguration. Bng  Logowt Befread
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10 Under the Security tab, at Layer 2 Security select the desired security policy from the drop-down
list.

o For WPA2-PSK, under WPA+WPA2 Parameters:

1. Select the WPA2-Policy check box.

2. Select the AES check box for WPA2-Encryption.

3. At Auth Key Mgmt select PSK from the drop-down list.

4. |If present (version 7.2.103.0), ensure that WPA gtk-randomize State is set to Disable.
o For WPA-PSK, under WPA+WPA2 Parameters:

1. Select the WPA-Policy check box.

2. Select the TKIP check box for WPA Encryption.
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3. At Auth Key Mgmt select PSK from the drop-down list. The PSK Format may be selected as
ASCII or HEX for both WPA-PSK and WPA2-PSK policies.

4. |If present (version 7.2.103.0), ensure that WPA gtk-randomize State is set to Disable.
o For WPA2-Enterprise (802.1X), select WPA+WPA2 Parameters:

1. Select the WPA2 Policy check box.
2. Select the AES check box for WPA2 Encryption.
3. At Auth Key Mgmt, select 802.1X+CCKM from the drop-down list.

4. |If present (version 7.2.103.0), ensure that WPA gtk-randomize State is set to Disable.

MONITOR  WiANs CONTROLLER WRELESS SECURITY MSNAGEMENT COMMANDS HELF  EEEDEACK

LANS WLANS > Edit “10 <Back | Apply

11 Under the Advanced tab

a Set the DTIM to 2 for the radio that corresponds to the Spectralink Wireless phone
configuration.

b Ensure the Enable Session Timeout box is unchecked and that Client Exclusion is disabled.
¢ Uncheck the Client Load Balancing and Client Band Select boxes.

d Check off-channel scanning defer for the 0 priority class (prevents contention between off-
channel scanning and PTT).
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12 Click the Apply button to save all changes.
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Setting up the EDCA parameters profile

The EDCA parameters must be set to the WMM setting after the WLAN network QoS has been set.
1 Inthe navigation pane under 802.11a/n, select EDCA Parameters.
2 Ensure that WMM is selected from the drop-down list.

3 Click Apply.
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Configuration for handsets running in 802.11b/g mode, 802.11band b/g

mixed mode, or 802.11 g only mode in 8020/8030 phones or 2.4 GHz in
8400 phones

1 Inthe navigation pane under 802.11b/g/n, select EDCA Parameters.
2 Ensure that WMM is selected from the drop-down list.

3 Click Apply.
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Operation

Introduction

Spectralink 8020/8030 phones can be configured for SVP QoS from the WLAN Settings menu using the
Custom selection. Spectralink 8400 phones do not support SVP.

Network Topology

SIP PBX RADIUS Authenfication Sv_anrer
(for WPAZ-Enterprise Security)

!
!

SYP Server

‘,?’;.’/a

TFTP Server, DHCP Server

f Cisco WLC s - Wireless Data Client
Cisco AP

Spectralink 8020/8030
Wireless Handsets

Note: Example only

This configuration is not applicable to all customer environments.
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Configuring a New Controller Starting from Factory
Defaults

Initial provisioning of the controller is done via the command line interface (CLI).

1

36

Connect a null modem serial cable between the console port of the controller and the serial port
of a PC.

Open a terminal program, such as Hyper Terminal, and configure the port settings to 9600 baud,
no parity, 8 data bits and 1 stop bit.

Power-on the controller. Status of the controller’s boot process will appear as the controller is
powering up. Once the controller is running, it will prompt you to run the Startup Wizard.

The Startup Wizard provides for an easy means to perform initial controller setup and
provisioning. Refer to the Installation and Startup Guide for the Cisco 4400 Series WLC, or other
appropriate controller, found at Cisco’s website. This document contains a detailed explanation of
using the Startup Wizard for the 4400:
http://www.cisco.com/en/US/docs/wireless/controller/4400/quick/guide/ctrlv32.html#wp34023

Once the controller has been configured via the Startup Wizard, the remaining configuration can
be configured through the switch-web interface using a Web browser (Cisco recommends using
MS IE 6.0+).

If necessary, the controller can be reset to factory defaults. To reset the WLC to factory default,
you must reboot, then type Recover-config at the CLI. This only works before the first time a user
logs in via the console.


http://www.cisco.com/en/US/docs/wireless/controller/4400/quick/guide/ctrlv32.html#wp34023
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Connecting to the Controller via a Browser

1 Connect to the WLC by pointing your internet browser to the URL: https<IP_Addr> (where
<IP_Addr> is the IP address of the management interface of the WLC).

2 Click the Login prompt. The default User Name and Password is admin.

3 Once logged in properly, a page similar to the one below displays.
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Installing Software

38

1 To check the installed version of software, listed in the Product Summary, click Monitor from the

main menu.

In the navigation pane, click Summary. The heading labeled Software Version shows the current
software version.

Download the appropriate software for your model of controller from the Cisco website.

Set up a Trivial File Transfer Protocol (TFTP) server running on a PC to download the file to the
controller.

From the main menu, click Commands.

In the navigation pane, click Download File.

Fill in the download parameters:

a For File Type, select Code.

b For TFTP Server, type in the IP Address of the TFTP server.

¢ Add the File Path (this is the path in the TFTP server’s root directory and not the system path
where the TFTP server is located) and File Name of the firmware file to download.
(Note the example simply uses the /designator for the root TFTP directory.) Point the TFTP
server to the code.

8 Click Download and allow a few minutes for the download to complete.

x

7] cmthemniner | k[ Bi-

L R e e

Fage Configurstion  Bing | Logost  Bafraeh

Commands Download file to Controller Elear Download
Download Flle
Upload Fils
Rebaol

Resel to Factory Defaull  Sarver Dotalls

Set Time

Login Ranner

9 Reboot the Controller.
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Controller Setup

The initial setup of the controller is shown below.

Note: Example configuration

The setup instructions outlined in this document are for the configuration shown in the diagram
only. Your configuration may differ, and the appropriate adjustments must be made.

1 From the main menu, click Controller.

2 Set the AP Multicast Mode to Multicast and enter a multicast IP address that is currently not
being used on your network for the Multicast Group Address.

3 Click the Apply button.

Controfler General _aply |

General i e —
E— 802.2% Flow Caniral Mode [Caasiea =]
Interfaces
R LAG Mode 6 naxt reboot [Dmatiea =] (LAG Mose is corresty disbied).
s Ereadeast Forwardng [Casziea =]
b It DICP Sareey AP eRicOR ot 1 [ B FEETR ckicas Grous Addense
* Mobility Managemen A Fetback [t =1
Ports Appla Talk Bridging [oeasiea =]
NP Fast S0 ange [Gaemies =1
v con Defauit Mobiity Domain Name T —
b Advanced R Giroug Name |
User Idie Tumeout [soconds] - I—
ARP Tumaout (saconds) P
Web Radha Authestication var =
i i ==t ]
Gperating Errcement Cermreaecial (0145 40 €)
Intermal Temp Alaem Limes U EsC
1, HREAP supprts unkest mode ool

4 Click Multicast from the options on the left side of the screen.
5 Select Enable Global Multicast Mode checkbox.

6 Click the Apply button.

Saye Configurabion  Ting  Lagoat  fefresh

CONTROLLER  WIRELESS  SECURITY  MANAGEMENT 5 HELP  EEEDBACK

Controller Multicast L
General

Inventery Enabie Glebal Mulbcast Mose ¥

Interfaces Enakie IGMP Snocpmng =

Multicast

IGHP Timeouwt {seconds) =
Network Routes

b Internal DHOP Server
¥ Mobility Management
Ports
NTP
» CDP
* Advanced

7 Click Save Configuration.
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Connecting APs

As the APs are connected to the network, they should automatically find the controller via the CAPWAP
discovery algorithms. The Dynamic Host Configuration Protocol (DHCP) server will assign each AP an IP
address.

Note: Add Title Here

You can configure a DHCP server to run on a remote PC for a small deployment. However, for
large-scale deployments, an enterprise-grade DHCP server must be used.

The ap-manager and management interfaces’ configuration should include the DHCP server you have
configured. Alternately, you can configure the DHCP server internally on the controller to hand out
leases to the connected clients. (Note: The WLC’s DHCP server does not lease addresses to the AP.) The
instructions for doing so are included at the end of this document.

1 From the main menu, click Controller.

2 Inthe navigation pane, click Interfaces. Verify that the proper IP addresses are assigned to the
interfaces.

3 Under Interface Name click management. . Note: the screenshots are from a Cisco 4400. The
2100 does not contain a service-port interface. The 5500 does not contain an ap-manager
interface. If the interface is not present on the model being configured, no values need to be
entered.

VAN tdentsier 1P Address Inberface Type Dynamsc A¥ Managament
7 Enabied

Pt Bucported

Pt Suspertad

Multicast

Melwork Roubes
¥ Internal (HICF Server  ZUE
» Mobilky Mansgement

Ports

wip
» Cop
* Advanced

His LLLL Static Mot Supported

4 Under DHCP Information, enter the IP address of the Primary DHCP Server.
5 Repeat this step for the ap-manager interface, if present on the model configured.

6 Click the Apply button and save the changes.
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Controller Interfaces » Edit < ack Apaly | T

General

Lip— General Information

Interfaces

Multicast trierface Hame management
Network Routes MAC Address 00 0 85:40-3c: 40

Internal DHCP Server
Configuration
* Mability Managemsent e

Al P— n
NI Guaranting Vian 1d I
r o
Interface addross
¥ Advanced

WLAN Identéier |

1P Address [Famaesaee
Nk [aszmaasse
Caatoway [Fziaess

Physical Information
st Number n
Backup Port o
Active Bact 1

DHCP Information

Primary DHEP Server
Secondary DMCP Server
Access Control List

ACL Name

172.20, 10519
o000

=]

Neder: Charging the Inferface paramelers cacses the WLANS ta be
tempararily gisabled and NS may resull in o5 of sonnsetiy for 4l

some clents. =l

7 Under service-port, (if present), enter a valid IP Address and Netmask in a different subnet than
the management interface. Click the Apply button and save the changes.

Contralier nterfaces |

General
Inventory VLA Ldentslier 1P Addvrss Interiace Type Dymamic AP Management
Interfaces untagged 1PEI0A00.100  Static Ensbled
IMerfece Groups untagged 1P2I0200.000  Swatc Nt Susored
sulticast Wik 17219207207 Buatic Nt Sugported
W 1daa Statie Nt Suzporied

Hetwrork Routes
¥ Internal DHCP 5
¥ Mability Manag
Parts

b N
b toR
b Advanced
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AP Configuration

Note: QoS setting

All handsets operating on a given AP radio must have the same QoS setting. All APs supporting the
handsets must be configured to enable the corresponding features.

1 Power-on and connect the APs to the network. Wait a few minutes for the APs to find the
controller.

2 Verify the APs are associated to the WLC.

3 From the main menu, click Monitor.
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L L] Teie
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P ! E L] H
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This page refrsshas avary 30 seconds
CHent Summary

Current Chents 3 Dl

Enshuded Clreras ]

Cusabiad Cheres

Configuration for handsets running in 802.11b & b/g mixed and g only
mode with 7.0 and 7.2 versions of controller software

Note: g-only mode

When 8020/8030 phones are set to g only mode, they support the higher g data rates. In g only
mode, however, the handset will not detect 802.11b clients and will not provide protection. G
only mode in these handsets should be used only if there is no possibility of an 802.11b client or
the network will experience data corruption.

1 From the main menu, click Wireless.
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2 Inthe navigation pane, under Access Points click Radios, then select 802.11b/g/n. All the APs that
are connected should be listed, showing their Operational Status as UP.

202 11b/gin Radios

Entries 8- Lot 1
Curremt Filter: Mot [Change Fiter] {Ciser Filler]

AR Hame Bane Hadio MAC  Admim Status Operational Status  Channel
00:1fca:5d-Dac00  Ensble ue

Power Level Antenna
290011 eabd 928 1

1 Externat B

HREAP Grougs.
* plobal assignmant
» BOZ.1la/n

» BO2.118/a/n
Country
Timmers

* Qos

3 Select Configure from the drop-down list for the access point you wish to change. Set the
parameters for that AP:

Wireless £02.11big/n Radics

Untries ¥ -3t 3
Current Pilter:  Mene

AP Mame Base Hadia HAC  Admin Status Operstional Staties Che
00:LficaiSdi0niR0  Enable v 1 1
b Advanced

APDYL.cabd. Foe °

=
waz vingTI
HREAP Grou
e * glode) asmgnirant

* BOZ.11a/8
+ BO2.11b/a/n

Country

Timers

b QoS

Note: Power and channel settings

Global settings for RF Channel Assignment and Tx Power Level Assignment were not tested. For
Custom Tx Power and RF Channel settings please consult your facility’s RF site survey —

optimized for wireless voice traffic — to determine correct power and channel settings for each
AP using only channels 1, 6 and 11.

a Set Admin Status to Enable.

b Configure any other settings that might be relevant to your deployment as needed.

¢ Click the Apply button to save all changes.
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Screenshot for 113x, 120x, 123x and 124x series access points:
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4 In the navigation pane under 802.11b/g/n, click Network. Set network parameters as follows:

a Set 802.11b/g Network Status to Disable. The radio will be re- enabled after setting radio
parameters.

Note: Data rates

For setting up the Data Rates, please consult your facility’s RF site survey, designed for voice
traffic, to determine if you have sufficient coverage to support all data rates. SpectraLink Wireless
Telephones require the following minimum dBm reading to support the corresponding
Mandatory data rate setting in the access point.
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802.11 Minimum Available Maximum
Radio Standard Signal Strength (RSSI) "Mandatory" Data Rate
802.11b -70 dBm 1 Mb/s
-60 dBm 11 Mb/s
802.11g -63 dBm 6 Mb/s
-47 dBm 54 Mb/s
802.11a -60 dBm 6 Mb/s
-45 dBm 54 Mb/s

Note: RF deployment reference

For additional details on RF deployment please see the Deploying Enterprise-Grade Wi-Fi
Telephony white paper and the Best Practices Guide to Network Design Considerations for
Spectralink Wireless Telephones.

b Use the default Fragmentation Threshold (2346 bytes).
¢ Set the Beacon Period to 100.

d The handsets do not support dynamic power and will not utilize the information element that
is set when DTPC Support is enabled. The handset power should be configured to match the
highest transmit power of the APs.

e Click the Apply button to save the settings.
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5 In the navigation pane under 802.11b/g/n, select EDCA Parameters.
6 Select Spectralink Voice Priority from the drop-down list.

7 Click the Apply button to save the settings.
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8 In the navigation pane under 802.11b/g/n, select Network.

9 Enable 802.11b/g Network Status and 802.11g Support if SpectraLink Wireless Telephones are
configured for 802.11b & b/g mixed or g only modes.

10 Click the Apply button to save the settings.

11 If the network will be supporting 802.11n devices on a Cisco 7.0 release, in the navigation pane
under 802.11 b/g/n, select High Throughput (802.11n). Check the radio box to enable 11n mode
and allow all data rates to be supported.
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Note: SVP and 802.11n

When Spectralink Voice Priority (SVP) is enabled under the EDCA parameters setting, the 802.11n
capabilities will be disabled on that radio on Cisco 6.0 version releases. Polycom recommends
deploying handsets using SVP on a different radio than 802.11n clients for Cisco 6.0 version
releases.

Configuration for handsets running in 802.11a mode
1 From the main menu, click Wireless.

2 Inthe navigation pane, under Access Points click Radios, then select 802.11a /n. All the APs that
are connected should be listed, showing their Operational Status as UP.

3 Select Configure from the drop-down list for the access point you wish to change. Set the
parameters for that AP:
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Note: Power and channel settings

Global settings for RF Channel Assignment and Tx Power Level Assignment were not tested. For
Custom Tx Power and RF Channel settings please consult your facility’s RF site survey —
optimized for wireless voice traffic — to determine correct power and channel settings for each
AP using non-overlapping channels.

a Set Admin Status to Enable.
b Configure any other settings that might be relevant to your deployment as needed.

¢ Click the Apply button to save all changes.

Screenshot for 113x, 120x, 123x and 124x series access points:
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Screenshot for 104x, 114x, 125x, 126x, 350x, and 360x series access points (1040 has only 2 antennas):
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4 In the navigation pane under 802.11a/n, click Network. Set the network parameters as follows:

a Set 802.11a Network Status to Disable; the radio will be re-enabled after setting radio
parameters

b For setting up the Data Rates, please consult your facility’s RF site survey, designed for voice
traffic, to determine if you have sufficient coverage to support all data rates. The handset

48



Chapter 2: Configuration for SVP Operation

requires the following minimum dBm reading to support the corresponding Mandatory data

rate setting in the access point.

802.11 Minimum Available Maximum
Radio Standard Signal Strength (RSSI) "Mandatory" Data Rate
802.11b -70 dBm 1 Mb/s
-60 dBm 11 Mb/s
802.11g -63 dBm 6 Mb/s
-47 dBm 54 Mb/s
802.11a -60 dBm 6 Mb/s
-45 dBm 54 Mb/s

Spectralink Wireless Telephone .

Note: Add Title Here

For additional details on RF deployment please see the Deploying Enterprise-Grade Wi-Fi
Telephony white paper and the Best Practices Guide to Network Design Considerations for

Use the default Fragmentation Threshold (2346 bytes).

Set the Beacon Period to 100.

Spectralink Wireless Telephones do not support dynamic power and will not utilize the
information element that is set when DTPC support is enabled. The handset power should be
configured to match the highest transmit power of the APs.

Click the Apply button to save the settings.
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50

5 In the navigation pane under 802.11a/n, select EDCA Parameters.

6 Select Spectralink Voice Priority from the drop-down list.

Note: Add Title Here

When Spectralink Voice Priority (SVP) is enabled under the EDCA parameters setting, the 802.11n
capabilities will be disabled on that radio. It is therefore recommended to deploy handsets using
SVP on a different radio than 802.11n clients.

7 Click the Apply button to save the settings.
8 In the navigation pane under 802.11a /n, select Network.
9 For 802.11a Network Status, click the Enabled check box.

10 Click the Apply button to save the settings.
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11 If DFS channels are used in the deployed network, in the navigation pane under 802.11a/n, select
DFS (802.11h). Check the Channel Announcement radio box to cause the AP to advertise
Spectrum Management.

Note: Spectrum Management

If the AP does not advertise Spectrum Management, Polycom phones will not connect on DFS
channels (bandwidth shared with radar facilities).
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Setting up the SSID

Voice and data must be on separate SSIDs to prioritize voice traffic. The voice SSID must be set to
Platinum for Quality of Service and the data SSID must be set to Silver for Quality of Service.

1 From the main menu, click WLANSs.

2 Inthe WLANSs screen, select Create New from the drop down list and click Go.

Save Configuration  Pin Logout | Refrash
el HeiCorifatations| REMoNRCoaalk] 1R

Cisco MONITOR ~ WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP
WLANs WLANs Entries 0 - 0 of 0
¥ WLANs Current Filter: None [Change Filter] [Clear Filter] m Go
WLANs

b Advanced
[T WLANID Type Profile Name WLAN SSID Admin Status Security Policies

3 Enter the Profile Name and SSID.

4 Click the Apply button.

Save Configuration Ping Logout Refresh
alvaln e Config Bing " Logout R

cisco MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP
WLANs WLANs Entries 1 - 2 of 2
¥ WLANs Current Filter:  None [Change Filter] [Clear Filter] [Createnew 7] Lo
WLANs

¥ Advanced

r WLAN Admin
jun) Type Profile Name WLAN SSID Status Security Policies

[t WLAN Voice 101V Disabled [wrA2][Auth(802.1X)] -]
r:z WLAN Data 101D Disabled [wrAZ][Auth{802.1X)] a

5 Select the Profile Name for the voice SSID.

6 Under the General tab, verify the Radio Policy corresponds to the SpectralLink Wireless Telephone
configuration.

o When Radio Policy is configured for 802.11b/g only, the handsets should be configured for
802.11b & b/g mixed.

o When Radio Policy is configured for 802.11a only, the handsets should be configured for
802.11a.

o When Radio Policy is configured for 802.11g only, the handsets should be configured for
802.11g only.

o When Radio Policy is configured for ALL. The handsets may be configured for any of the
settings without changing the Radio Policy.

7 For Status, select the Enabled check box.
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8 Under the QoS tab, set Quality of Service to Platinum. This is the required setting for voice traffic.

9 Set WMM Policy to Disabled (Note: This is required for usage with Spectralink Wireless
Telephones using SVP for QoS).

! Ci raks Logout Hefresh
!‘Ill.’ll Seye Configurstion  PBng  Logout Re

CIsco MONITOR  WLANS CONTROLLER 'WIRELESS SECURITY MAMAGEMENT COMMANDS — HELP
WLANSs WLANs > Edit < Back Apply |
b Advanced
Quality of Serace (QaS) [Plabnom (voce) 7]
WHM
WM Palicy Cisabled =)
7920 AP CAC T Enabled
7920 Client CAC ™ Enabled

10 Under the Advanced tab, uncheck the Client Load Balancing & Client Band Select boxes.

11 Under the Security tab, at Layer 2 Security select the desired security policy from the drop-down
list.

o For WPA2-PSK, under WPA+WPA2 Parameters:

1. Select the WPA2-Policy check box.

2. Select the AES check box for WPA2-Encryption.

3. At Auth Key Mgmt select PSK from the drop-down list.

4. |If present (version 7.2.103.0), ensure that WPA gtk-randomize State is set to Disable.
o For WPA-PSK, under WPA+WPA2 Parameters:

1. Select the WPA-Policy check box.

2. Select the TKIP check box for WPA Encryption.
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3. At Auth Key Mgmt select PSK from the drop-down list. The PSK Format may be selected as
ASCII or HEX for both WPA-PSK and WPA2-PSK policies.

4. |If present (version 7.2.103.0), ensure that WPA gtk-randomize State is set to Disable.
o For WPA2-Enterprise (802.1X), select WPA+WPA2 Parameters:

1. Select the WPA2-Policy check box.
2. Select the AES check box for WPA2 Encryption.
3. At Auth Key Mgmt, select 802.1X+CCKM from the drop-down list.

4. |If present (version 7.2.103.0), ensure that WPA gtk-randomize State is set to Disable.

MONITOR  WiANs CONTROLLER WRELESS SECURITY MSNAGEMENT COMMANDS HELF  EEEDEACK

LANS WLANS > Edit “10 <Back | Apply

12 Under the Advanced tab

a Set the DTIM to 2 for the radio that corresponds to the Spectralink Wireless Telephone
configuration.

b Ensure the Enable Session Timeout box is unchecked and that Client Exclusion is disabled.
¢ Uncheck the Client Load Balancing and Client Band Select boxes.

d Check off-channel scanning defer for the O priority class (prevents contention between off-
channel scanning and PTT).
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13 Click the Apply button to save all changes.



Appendix A

Spectralink 8400 handsets must be configured with the 802.11n mode disabled when used with Cisco
AP 114x and 125x with versions prior to 6.0.202.0. The use of 802.11n in the phones can only be
disabled from a provisioning configuration file for the phone. It cannot be accessed from browser
provisioning, USB provisioning, application menus, or updater (initial bootup) menus. See Polycom®
Spectralink® 8400 Series Wireless Telephone Deployment Guide, found at
http://support.polycom.com/PolycomService/support/us/support/voice/wi-fi/index.html for

instructions on provisioning an 8400 phone from a provisioning server.

Add the following lines to a .cfg file downloaded to the phone
<device device.set = "1"
device.wifi.dotlln._enabled.set = "1"
device.wifi.dotlln.enabled = "0">
</device>

To check that the disable was successful:

1 Select Settings from the menu by pressing the left or right navigation button until Settings is
displayed.

2 Select Status->Diagnostics->Wi-Fi Stats.
3 Click on the Prev softkey.

4 The following picture should have a line stating that 802.11n is Disabled. If the line is not shown,
802.11n is not disabled: no line will be displayed under last EAP Err Code.

Bl

Tuesday, May 31 11:31 PM

EAP Err Count: 0

Last EAP Err Code: 0

802.11n : Disabled
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